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Biometrics Modalities
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Biometrics Security and Privacy

Data privacy and Model
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Contactless Fingerprint

Why Contactless Biometrics?
Hygiene and Safety
User Convenience

Security Demand
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Challenges:
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f;_imitatinns of Current Models:

.  Heavy reliance on labeled
spoof data.

d  Limited generalization to
unseen attack types.

Difficulty scaling due to
evolving spoofing

techniques.
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Tana| &1 al. [2016] Hand crafted nrro Print Attack, Pholo AHEck EER = 3.71%

Wizsnik et al. [H018] Hand crafted (LEF, BSIF, HOG, SWM) 50 subjects, Print artefact, Electronic replay, Electronic dispisy BFCER = 1.8, 0, 0.86; APCER = 10
250 Images. 150 videos

Fujite et al, [2018] Alexhiat Live: 4, Print Altack, Fholo Aback HTER = 0.04%
spoof: 8192
Marasco et &, [2022) Alexblat, Denseietdf, Reshlati854, DenseMeat121, ITTo Frint Attack, Fhoto Alack C-EER AlexMet = 2,14%, ResNeat =
hondehlat-2 0.05%,
Hioloeng et al. [2023] Mot Reported COLFISPOOF Knatosil, glue, dragon skin, peper printoul. ecoflex, ptaydoh Mot Reported
Punmapatrs o al. DanmaMel121, MASHat CLARKSON Ecoflex, playdoh. wood glue. synthetic, fingerphoto, e APCER = (L14%, BPCER = 0.18%
[2023)
Hallin Lt &t &l [2023] Alexhat, Densadat201, MobllaMed-VE, MASNat, Reshathd, CLARKSON Ecoflex, playdoh. wood glue, synthetie, fingarphoko, e EER = B. 2%

GoogleMst, EfficeentiNet-BO, WIT

Furanpaira =1 al. Two CHMN combinatson CLARKSON Ecoflex, playdoh, wood glue. synthetic, fingerphobo, katex BFCER =062, APCER = 11.35 ACER =
{2023) G%
B. Adami et al, ResMel-18/LeakyRell, Combined Loss CLARKSON Ecollex. playdoh, wood glue, synthetlc, fingerphoto, latex APCER =042, BPCER = 0.63, ACER =
[2023) COLFISPOOF 0.8

ITTD
B. Adamd &t al. CEAM-Autoencoder, Swin-Transformer CLARKSON Ecoflex. playdoh, wood glue, synthetic, fingerpholo, laiex APCER =1.68%, BPCER = 0.86%:
[2024] COLFISPOOF

UTTD
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Unsupervised Flngerprmt Anti- Spooflng Approach
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Ablation Study

Model Comparison for Contactiess Fingerprint Anti-Spoofing Autoencoder
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Loss Functions and Results
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Building a Semi-Supervised Anti-Spoofing

Architecture Choice

J ResMet-18: Chosen for balance of accuracy & computational efficiency in
image classification. LN BT o : !' ' - S ' w4 Rk  hintigtiot
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: (AL AL LAD AL
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Experimental

APCER%
APIYMETHOD ResNet-LRelu  ResNet-Relu
DRAGONSKIN i 0
ECOFLEX (1] ]
GELAFIX 1] 1]
GELATIN 0 0
GLUE 1] ]
KNETOSIL 1] 1]
LATEX i )
MODELLING-CLAY 1] 0
MODULABLE-GLUE 1] 1]
PAPER-PRINTOUT 0 0
PLAYDOH (1] 1]
SILLY-PUTTY ] 1]
APCER%
 APUMETHOD  ResNet-Leaky-Relu  ResNei-Relu
ECOFLEX 0 1]
PHOTOPAFPER 9243 18.60
PLAYDOH 0 L}
WOODGLUE 0 0
SYNTHETIC 015 0.25
BPCER%
LIVE 012 0.12

WestVirginiaUniversity

Results

Method (% IAPCER (% IBPCER
BECOFLEX [ PHOTOPAPER | PLAY DHIH [WODODGLUE | SYNTHETIC | LIVE
DenseNet-121 [13] |0 | 88.03 | 0.14 |0 | 0.13 | 0.18
DenseMet-121 (keras) [13] i) T79.01 1.55 LR [ 0.79 ind
NasMNetMobile [13] 0 BL15 0.71 586 4,12 9.4
DenseMNet-121 (prayscale) [13] 16 L.t .98 11 11,54 L1
ResMet- 18Rela (Combined Loss) ] | 8.y { i 025 0.12
Resnel-18/Leaky Relu (Combined Loss) | D 2.43 0 0 015 012
ResMet- | BRelu { Arcface Loss) 0 45.12 0 0 0.32 0.37
ResNet- 18/Relu (Center Loss) 0 20.14 | 0 0 0.26 0.26

Table 7. Performance of different deep 1:u.rr;i;|.g architectures across HF{H'I‘I'I':L‘; and nnn-s.'pnc;l'ﬂ samples, measured in terms of BPCER and
APCER.

EFTG LSS DD FTELENDATRmN AT

#LP{‘ER'I} : = ResNet]l8, LRelu joint loss
Memncs™ETHOD  ResNet-Leaky-Relu  ResNet-Relu Reshet18.LAelu, Arcface loss
APCER% 0,63 1.25 =— RegNet18 LA=lu, Center boss
BPCER % 012 0.12 —=— ResNerl 8, Relu, jobnt loss
ACER% 0.37 (.68
i [ . FEN L] ﬁ. - -—-—.w—l—-'ll -
Ljuinl = L’u T lL.r b« b M 4 © AMPCER




Face Liveness detection
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Introduction to Remote Photoplethysmography

Remote Photoplethysmography (rPPG) 5 a non-contact method for measuring blood volume changes in the body using just a
camera, lypically by analyvzing facial videos. Unlike fraditional PPG thal requires sensors, rPPG offars a convenient and touch-free

alternative for capluring cardiac signals. (L an ambient or T
dedicated Nghtsource "'|
o

This technigue has multiple banefits:

. |4 Non-invasive health monitoring withaul physical contact
L] I‘:{ Biometric authentication o enhance face recognition security )
pne of miuliple
: ; : maging devices
. I‘:{ Vital sign tracking. like heart rates and raspiration T
L] :'H Early detection of cardiovascular or strass-related conditions
fé:: qi:-
Howevar, rPPG also comes with challenges:
. 2 It can struggle to capture fine signal details like systolic and diastolic peaks
I
. 2 IU's sensitive to noise and head motion, espacially in real-world sellings image frames extracted Pizel channed Physiological signals
and seagmented signals calculated racoviend
L el Pk Lhaniol Feak

5

_ Facial Video LrPPG

AR e )

3D CNN HIEAT |
Architectire ' | 14 S




Motivation and Limitations of Existing rPPG Methods

Motivation: Accurate rPPG could provide
|n5|ght5 into cardiovascular health without
sical contact, crucial for medical and

){lr‘lESS appllcatlnns
Limitations of Existing Approaches:

Focused primarily on heart rate

gHR} detection.
truggle with waveform accuracy,

p.artl»::ularh,ar in capturing
systolic-diastolic characteristics.

Solution: A novel GAN framework that
accurately reconstructs rPPG signals,
capturing key physiological features.

“ West VirginiaUniversity
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GAN and Transformer

"Generative Adversarial Nets", NIPS 2014

X

Swin Transformer

Differentiable module
Real world - Sample |

1 Fl 1
@ ;2 E}*_ : : = 169‘— '
" G = Discriminator - g : : | :
2 2 - L [ MLP V| ' [ MEP .
5 T o RO | e sl
E Fake UEGII” i i 1 I
2 - Generator - Sample | : LN ; l LN ,
5 ' A o - A :
b ' I [ i !
E K_/ I Hr EE‘_ I : Ir lé}q_ I
E i i ] i
Differentiable module ! ' ; ]
| W-MSA i : SW-MSA |
S i I - '
* 7 is some random noise (Gaussian/Uniform). I LN . : LN i
& 7 can be thought as the latent representation of the image. ! i 1 i A .
v ogl-l - : - '
Ny Y S pen o (| I,
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U-Net Architecture
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Swin-Attention U-Net (Swin-AUnet)

Generator:

[ Swin Transformer: Captures
hierarchical spatial-temporal features
for rPPG.

[ Attention Gates: Focus on specific
facial regions where signal fidelity is
highest.

. U-Net Backbone: Supports the spatial

and temporal connections between
features.

Time Domain Discriminator

a3

Mechanism: PatchGAN discriminator
processes time-series patches to detect
inconsistencies in temporal signal
structure.

Impact: Time-domain discrimination
strengthens temporal alignment with
real PPG signals, helping the GAN learn
accurate waveform dynamics.

WestVirginiaUniversity
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Frequency Domain and Second Derivative Discriminator

] Purpose: Verifies frequency characteristics of the generated signal, covering high and low-frequency components,

Technique: Wavelet transform {DB4 wavelet) analyzes rPPG in frequency bands.

Impact: Guarantees the presence of heart rate, respiratory rate, and other physiological frequency features, refining the frequency fidelity of rPPG.
. Purpose: Focuses on capturing subtle waveform features such as systolic-diastolic peaks using the second derivative.

Explanation:

| The second derivative (5DPPG) highlights the onset, peak, and decay points in the PPG signal.
| This approach provides unigue insight into systolic and diastolic phases.

Visuals: Comparison between PPG and second derivative SDPPG waveform with annotated systolic/diastolic features.

Benefit: Enabling the GAN to focus on detailed morphology
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Dynamic Time Warping

. . .
Dynamic time warpin — Sl
4 - Signal 2
Overview
I DTW is a powerful technigue for measuring similarity between two temporal  j 7.
sequences that may vary in speed or length. 3
- Commonly used in speech recognition, biosignal alignment (e.g., ECG, PPG), 1
and time series analysis. 2
Why DTW? 1 -
| Time series may be misaligned or have temporal distortions.
i Euclidean distance is sensitive to local shifts—DTW handles non-linear
alignments.
D ] ¥ ] ] L]
He-v Idea 0 P 4 B 8 1
Time
- Warps one signal to match the shape of another by computing an optimal i = e
TR LG s T VIkme hime apRgE

alignment path that minimizes cumulative distance.

Let(X = (21,22, .- s2n)and(Y = (Y1,92, - <+ ¥m)s
DTW(X,Y) = mingew ¥ jew d@iny;) | il | | S WV \ MY
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Loss Functions Overview .~ |

Loss Components _ [\ ¥
II "'\-l"l I & i | ] l'l,' I \l,
L1 | | !
|| kY |I lll'I.I (LW ¥ J T | q \'."
\\_ ! o y : .\I"'.\_.---...II : ke

Sannty Lany fig Vs |ous

2 Sparsity Loss
Highlights key peaks (systolic & diastolic).
Dymamic Time Warping

Varlance Loss

.
. Applied in time, frequency.
. Helps improve heart rate accuracy. Sparsity Loss
L  Variance Loss ; it A T
L] Ensures consistent signal patterns. ' T =
] Measures distribution differences. IE == \
as Y o ) i

. Applied in time, frequency.

(| Soft-DTW Loss
. Aligns predicted and true signals over time.
° Handles non-linear timing shifts better than Euclidean distance. - B "1 I o Je:
. Improves temporal structure of generated signals. g 'g 101 | | Il J " 1 0 = o 5
Z t% U'f: ::J"H". I i J;Iilﬁi il I“ f'k“’Jl “Hfﬁlrﬁ.dgﬂﬁ
i-ﬁ A JHE ) |1 g "

! gl o S

Listime = Z:?rf,, |IIH]]

N .
Ly = Eﬂ._-a |I”[ﬂ"| Ligtal = @ (BTH;&] F Lsparsity(t) L‘r‘ﬂrifmﬂ‘l”}

+.H {L.Epar:-'it_v[freq} T L\'arimmw{frﬂﬂ)

arg maxf Fl-A0F = il .
L R f'+fl—-l arg ma! Fl JIF'P"
Hfreg v F, :
T+ (LDTW[ﬁ:I} + Lsparﬂit:lrf&i{l] 2 Lvai‘iu.um:tad",l)

Td 1 iC-DE‘Qrfmmnrl] CDFI’{RE-‘.Immn}I]E

oz
Lu'cma-::ﬂ T A

DTW (x,y) := ming- 4 (A, Az, y))
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Experimental Setup

&

We evaluated our model’s performance by comparing its
estimated heart rate (HR) with ground truth data from various
datasets. The HR evaluation metrics included mean absolute
error (MAE), root mean squared error (RMSE), and Pearson’s
correlation coefficient (R).

We also assessed the quality of the reconstructed rPPG signals by
comparing them to the ground-truth PPG signal using several
quantitative metrics (beyond methods focusing solely on HRV):

= T o
(vppc—Uprrc) (¥epPe—UrPPG)

] - i 2 . 3
:y.l'-".l-'{r _yPP!;l |erf‘|'_.;—yr’_rll_rf;

FD = min (max;g (d (yppe., yrrre.))), @ = [1,m]

“ West VirginiaUniversity

Dataset Subject | Session/Task Remarks
PURE 10 6 sessions per subject (~1 Stationary capture
min each)
UBFC-rPP | 42 1-minute resting videos Frontal face, good
G illumination
OBF 100 Before & after exercise Captures
physiological
variation
MR-NIRP 8 MIR videos during static & Uses near-infrared
motion conditions imaging
MMSE-HR | 40 Emotion-elicitation Includes

expenments

expressions and
head motion




Results
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Table 1: HR resulta The best resolts are im bald

RMSE FD P

.H i ,\“ L Ji o

Models

Swin-AUnet 0.167 0.059 0.248 0,185 0.915 0.057

Contrast-phys [35] 0.469 0.279 (.538 0.225 (.621 0.251
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Conclusion

. Developed a series of contactless fingerprint anti-spoofing models, including:
o Unsupervised deep learning approaches
o Semi-supervised

. Identified a novel direction:
Extracting physiological signals from contactless fingerprints

. Due to the lack of fingerprint video datasets, initial experiments were conducted on facial videos
. Proposed a GAN-based rPPG model that:

o Successfully mimicked the shape and features of PPG signals

o Validated the feasibility of physiological signal extraction from visual data
. Next Step: Extend the rPPG framework to contactless fingerprint videos

o For enhanced anti-spoofing

o With potential applications in healthcare and biometric monitoring
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