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Biometrics Modalities
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Biometric Applications
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Biometrics Security and Privacy
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Biometric Spoofing
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Contactless Fingerprint
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Method Type

Taneja et al., 2016 Handcrafted

Purnapatra et al., Supervised
2023

Hailin Li et al., 2023 Supervised

Adami et al., 2023 Unsupervised

Adami et al., 2024 Unsupervised

GRU-AUNET (Adami | Unsupervised
et al.)

Dataset(s)

HITD
CLARKSON

CLARKSON

CLARKSON,
COLFISPOOF, IIITD

CLARKSON,
COLFISPOOF, IIITD

CLARKSON,
COLFISPOOF, IIITD

Results (APCER/
BPCER %)

10.0/1.8, 0, 0.66
0.14/0.18

8.26 (EER) / —
0.63-1.6 /0.12-0.96

1.6/0.96

0.47/0.09
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GRU-AUNet: Architecture Overview

a) Architecture
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* Encoder-decoder with Swin Transformer
* Dynamic Filter Network in bottleneck
% GRU-based attention path replaces skip connections.
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e) Dynamic Filter Network
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Attention Path with GRU-Enhanced Features
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Experimental Setup

Evaluation Metrics

CLARKSON Ecoflex, 5,886 4,324 misclassified as real
PhOtopaper, umber of misclassified attack samples
Pl aydo h , AROBR) = = Tt())tal rflumblr off;it(:act;c salr{nplespl
Woodglue  BPCER — Real samples

COLFISPOOF | Gelatin, Gelafix, |0 7,200 misclassified as spoof
Glue, Latex, Nottber of mmisclassified roal samol
Mouldable Clay BPCER =~ mmber of real samples

ITD Print Attack, 4,096 8,192 * ACER —Average ot APCER
Playdoh

APCER + BPCER

ACER = 2

.wv: WestVirginiaUniversity.




Performance and Results

A

ERROR DETECTION PRESENTATION ATTACK Training Dataset | Testing Dataset | APCER (%) | BPCER (%)
) el IR CLARKSON COLFISPOOF 0.4 0.11
IIITD CLARKSON 0.3 0.12
COLFISPOOF CLARKSON 0.5 0.10
Dataset Fold1 | Fold 2 | Fold3 | Fold 4 | Fold 5 | Average
CLARKSON [19] 1.5% 1.2% 1.1% 1.3% 1.4% 1.3%
e T B, — — COLFISPOOF [12] | 0.09% | 0.07% | 0.08% | 0.09% | 0.08% | 0.08%
IIITD [34, 22] 021% | 0.19% | 0.20% | 0.21% | 0.22% | 0.21%
Dataset | Method APCER (%) | BPCER (%) | ACER (%) | Spoof Types (APCER %)
DenseNet-121 [19] 88.03 0.18 4411 |Eco (0), PH (88.03), PL (0.14), WO (0)
CLK |NASNetMobile [19] 82.15 9.04 45.60 |Eco (0), PH (82.15), PL (0.71), WO (5.96)
ResNet [25] 88.03 0.18 4411 |Eco (0), PH (9.43), PL (0.14), WO (0)
GRU-AUNet (Ours) 1.2 0.09 0.65 Eco (0), PH (0), PL (0.17), WO (0) ]
ResNet-50 [20] 4533 3.33 2433 |GEL (13.32), GFX (NA), GLU (NA), LAT (NA), MC (NA)
CFS DenseNet-201 [20] 94.72 3.33 49.03 |GEL (15.33), GFX (NA), GLU (NA), LAT (NA), MC (NA)
ResNet [25] 0 .09 0 GEL (0), GFX (0), GLU (0), LAT (0), MC (0)
GRU-AUNet (Ours) 0.0 0.09 0.04 GEL (0), GEX (0), GLU (0), LAT (0), MC (0)
ResNet18 [16] NA NA NA PA (NA), PH (NA), PL (NA)
IITD |DenseNet-121 [17] NA NA NA PA (NA), PH (NA), PL (NA)
[GRU-AUNet (Ours)| 0.21 (PH) 0.09 0.15 PA (0), PH (0.21), PL (0) |
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Conclusion
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Contactless biometric systems are vulnerable to spoofing attacks like ecoflex
and photopaper, which pose serious risks. PAD is vital for secure, hygienic
authentication.

GRU-AUNet achieved 1.2% APCER and 0.09% BPCER on CLARKSON,
outperforming DenseNet-121 (88.03%) and NASNetMobile (82.15%).

It achieved 0% APCER on COLFISPOOF, resisting attacks like ecoflex, latex,
and playdoh.

On HIITD, it maintained 0.21% APCER, significantly improving detection of
photopaper, the most challenging spoof (previously over 80%).
Cross-dataset and 5-fold results confirmed strong generalization and stability
across spoof types.
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